Cryptography is a science of creating a secret message and it is constantly developed. The development consists of attacking and defending the cryptography itself. Power analysis is one of many Side-Channel Analysis (SCA) attack techniques. Power analysis is an attacking technique that uses the information of a cryptographic hardware's power consumption. Power analysis is carried on by utilizing side-channel information to a vulnerability in a cryptographic algorithm. Power analysis also uses a mathematical model to recover the secret key of the cryptographic device. This research uses design research methodology as a research framework started from research clarification to descriptive study. In this research, power analysis attack is implemented to three symmetrical cryptographic algorithms: DES (Data Encryption Standard), AES (Advanced Encryption Standard), and BC3 (Block Cipher 3) . The attack has successfully recovered 100% of AES secret key by using 500 traces and 75% DES secret key by using 320 traces. The research concludes that the power analysis attack using Pearson Correlation Coefficient (PCC) method produces more optimal result compared to a difference of means method.
Related Work
Generally, attacks on cryptographic algorithm concentrate on its vulnerabilities in the mathematical aspects. IC designers assumed that if a cryptographic algorithm is secure, its implementation will also be protected. This paradigm changed when Kocher published an article about timing attack [3] , and power analysis-based attack [6] . Electronic devices which implement a cryptographic algorithm with mathematical assumption could leak some precise information. The information leakage called side channel could be utilized to attain the secret key used by the cryptographic device. The implementation of a cryptographic algorithm has vulnerabilities of side channel from the physical execution of the cryptographic algorithm. The technique of bruteforcing and looking for a mathematical weakness in a mathematical algorithm is not significantly capable in attacking the secret key of a modern cryptographic algorithm [5] . The weaknesses in the form of time, power consumption, electromagnetic leakage or even the changing sound of the device could be an information source that can be exploited to slove the complexity of a cryptographic system. Some side channel techniques need technical knowledge of the internal operations of the implemented cryptographic system. Statistical methods are the most robust technique to solve the complexity of the system of cryptographic algorithm [5, [7] [8] .
Side channel attack (SCA) is one of attacking models that could disrupt information security when a cryptographic algorithm is implemented in a hardware [9, 10] . Differential power analysis is one of SCA techniques that could reveal secret information [11, 12] . The confidential information is the information about the secret key used in a cryptographic algorithm. The revealing process of the confidential information is procured by analyzing the leakages of information. The result of the differential power analysis (DPA) technique showed that the method could reveal 48 bits from 64 bits overall of the right secret key (75%) on DES algorithm, the rest of the key could be obtained by using the bruteforce technique. The second technique uses the correlation factor between the power traces and the hamming weight of the processed data [13] . In previous researches, the subkey of the secret key of AES and DES was obtained by using a sizeable number of power traces [13, 14] . The previous pattern of DPA attack uses roughly more than 1000 traces to get 75% of the right bits of the masterkey. The improvement from the previous attacking model was found when the correlation between the power traces and the hamming weight of the processed data is calculated and used. However, the attack utilizing the calculation of correlation must have the capability to fully control the value of the plaintext [11, 15] . Aside from the review of the attacking aspects, previous researchers had proposed several forms of countermeasure, on software or hardware level, of SCA attacks. Countermeasure technique on software level consisted of transforming and data masking [12, 16] . On the hardware level, countermeasure took the form of noise generator and desynchronizing [17] [18] [19] . Some general flaw found on the countermeasures are the performance value, and the cost deemed unfeasible from the embedded system environment [20] [21] [22] .
Proposed Method
In this research, we proposed method power analysis attacking technique to revealing the secret key for AES, DES, and BC3 algorithm. Power analysis attacking is an attacking technique that utilizes leakage of a device's characteristics in the form of power consumption to recover the key used by the device. The leakage is measured on a sampling frequency and then be converted to a set of digital information. The measurement process produces a set of [12] . In this method, we carried out two attack analyses, namely DPA and CPA on encryption-based devices, AES, DES, and BC3.
Differential Power Analysis
Differential Power Analysis (DPA) is a power analysis attack that uses statistical analysis of some number of traces in its key recovery process. Secret information could not be recovered by using one or some number of power traces in DPA technique. DPA needs a lot number of power traces which is usually used in the statistical analysis that could extract even a small amount of differences between the power traces. DPA uses the formula of the difference of means (DoM) [23] as its evaluation function. The difference of means (1) is used to find the most relevant key guess from every possible guesses. T a set of traces and Ti symbolizes i-th trace so that Ti [j] represents power measurement at time j in i-th trace. C represents a set of known inputs or outputs. Thus Ci means known inputs or outputs for i-th trace. b is the value of the power consumption model. D(Ci, b, Kn) represents the selection function which is represented in a bit with Ci and Kn, or the key guess, as its inputs. DPA, generally, will produce the extreme value if the key guess Kn corresponds with the authentic key compared to the other key guesses.
Correlation Power Analysis
Correlation Power Analysis (CPA) (2) is a power analysis technique that uses Pearson Correlation Coefficient (PCC) to measure the correlation between power consumption model and the measured power traces [14, 24] . CPA was first published by Brier, et al. in 2004 on workshop Cryptographic Hardware and Embedded Systems (CHES) [13] . The value that needs to be found in CPA is the absolute value of the PCC between power consumption model and the power traces because the value could be related linearly or inversely.
(2) in (2), ri,j represents the PCC value of i key guess and point j in trace; D is the number of trace and d is the counter of the trace; hi,j power consumption model of key guess i and point j of trace and ℎ ̅ is the average of power consumption model on key guess i; and td,j is d-th trace on point j and ̅ is the average of traces on point j.
Result and Analysis
In this research, the attacks consist of three activities; those are an attack of DES, AES and BC3 encryption devices.
Attack of DES
The attack of DES tried to guess round 16 subkeys with the assumption that if the subkey is recovered, the master key of the device could be retrieved by reverse engineering the key scheduling process and brute-forcing the rest of the key. The attack will divide the subkey into eight chunks, corresponds with the number of sboxes used in the F function in DES, so that the guess will be carried on to each six-bit subkeys of each chunk. Initially, the attack will initialize all variables needed; those variables are plaintext, ciphertext, and the power trace of the device.
Algorithm 1 represents that the attacker must find the maximum absolute value of the DoM function value for each key guess. This maximal absolute value represents the correct guess of the key among other key guesses. The correct key guess has the highest difference in the differential trace graph compared to the average of power traces. for each sample point p = 1,2,..,M of power trace do 8:
DoMp, kg ← (Sδ ≡ mi(t)|Lk0,i = 1) -(Sδ ≡ mi(t)|Lk0,i = 0) 9: end for 10:
DoMtrace, kg ←{DoM1, kg, DoM2, kg,…, DoMM, kg} 11:
k16[numberOfSbox] ← absmax | DoMtrace, kg 12: End
As shown by Table 1 , the attack testing shows that the attack has succeeded to recover 48 of 64-bit of the overall key. The attack testing took 4 hours and 35 minutes to complete. The attack of DES was carried on in the 16 th encryption round, specifically in the output of F function. The attack on that point enables the attacker to recover the master key used by the device by doing reverse engineering to the key schedule using the 16 th round subkey and brute forcing the rest. 
Attack of AES
The attack starts by initializing variables needed. The attack then loads the traces and the plaintext that will be used. The key guessing will be done in the iteration which represents the sequence of the state that will be attacked. The attack does the AES by guessing the key used in the initial AddRoundKey operation. The key guess is 8-bit sized, corresponds to a subkey that will be operated in one state. Therefore, the next iteration was programmed to guess the key with 255 (8 bit) as its limit to try every possibility of the key that fits in an AES state. Inside the iteration, the key hypothesis will be calculated by simulating the first two steps of AES, initial AddRoundKey and 1 st round SubBytes.
Algorithm 2. CPA for AES master key from first round Sub Bytes
Input: N pairs traces with plaintext Ci and kg = key guess Output: Recovered key for K 1:
for state = 1 to 16 do 2:
for i = 1 to number of traces do 3: after_sbox[i,:] = SubBytes(bitxor(Ci[state, i], key) + 1) 4: end for 5: power_consumption = HW(after_sbox) 6:
for j = 1 to 256 do 7:
cmatrix[:]absolute(Pearson_Correlation(traces, power_consumption[:, j])); 8: end for 9:
K[state]  rowNumber(max(cmatrix)) 10: end
As shown in Table 2 , the attack testing produced a result of 128-bit or 100% recovery for the right key. The attack testing used 500 traces and took 123.2 seconds. The master key can be directly recovered because of the vulnerability in AES which lies in the initial AddRoundKey which is basically an XOR operation between the plaintext and the masterkey.
The results of the research and test showed on Table 1 indicate that the usage of the DoM technique was considered not effective and efficient enough compared to CPA technique. It was discerned from the amount of traces used that the DoM technique needed a more significant number of traces. The computation time of DoM was longer compared to CPA. We can generally conclude that the weak point of an encryption device is when an attacker can predict the hamming weight value of the processed data. Aside from examining the attacking aspect of CPA/DPA, this research produced some possible attack surface to be exploited. The attack surface of DPA/CPA attacking technique is the estimation of power consumption value ( ℎ ) that has connection with the data and the power consumption. Table 3 contains the list of ℎ for AES encryption algorithm on ECB (electronic code book) mode. the hamming weight value was obtained by executing the following operation:
DPA/CPA attack is an attack attained from the capability of the attacker to find the power consumption ( ℎ ). AES encryption algorithm is a standard cryptographic algorithm capable of being combined by some other cryptographic algorithm. It is caused by its standard form so that it is possible to be adopted on a general application. AES algorithm is a symmetric cryptographic in block cipher category that can encrypt data in high speed without sacrificing security levels. However, in its implementation, AddRoundKey operation is a high vulnerability point to power analysis attack. The AddRoundKey is a final function and used to integrate key information with processed data. The input of the function is 16 bytes of state and 16 bytes of key obtained from the key expansion process. The output of this operation is the XOR bit between a state of a round of encryption and a value of the key of an expansion round of key expansion process. The XOR operation is a security gap that could be exploited in finding the secret key.
Attack of BC3
Based on the previous analysis by the researcher, the most effective way to attack a BC3 encryption device is to attack every subkey exist in every phase of BC3 [25] . If every subkey could be recovered, the attacker, after that, only must make a copy of the randomisation phase of BC3 to produce the same ciphertext by using the same plaintext used in the real BC3 encryption device. The BC3 encryption device could not be attacked by only targeting one point of its algorithm. The attack started by loading the variables needed, those are the power trace and the plaintext. After that, the attack will do an iteration to divide the key into some same-sized chunks. Because BC3 needs to be attacked in every round or every point that uses a subkey, the fragments were adjusted to the size of subkey used in round or point. Subkey used in BC3 is 32-bit in size, then if it were divided into eight chunks, the simulation will guess each four bits for every chunks or iteration. To save computing resource, the attack executed by concatenating the KW1 and KW2, so the key were guessed eight bit each for all of 8 chunks. Table 4 shows that the attack testing produced a result of 16-bit recovery from 64-bit overall of KW1 and KW2 concatenated. The attack testing used 15000 traces. As shown by Table 4 , the attack testing took 8300 seconds of execution. One possibility of why the key recovery failed to recover all of the subkeys is the point of the attack on the algorithm. The attack point used to guess KW1 and KW2 is on the XOR operation of KW1 and KW2 to the data block. XOR is a linear operation which only changes a little amount of bit of the input to produce the output. The DPA attack, by the experience of attacking AES and DES, was succeeded to be executed by attacking a point where the function used produces a non-linear intermediate value that is the SBox function. Meanwhile, KW1 and KW2 subkeys were used in a linear function of XOR. Another possibility is the amount of traces used. The attack of KW1 and KW2 subkeys used 15000 power traces. Our literature analysis has concluded that DPA uses more trace than CPA. Let us use AES in this case; we had successfully attacked AES by using CPA with 500 traces.
On the other hand, DPA attack needed about 5000 traces minimum to attack AES [15] . CPA attack has been proved successful in attacking BC3 [14] . The attack test to BC3 was not continued after the failure to recover KW1 and KW2 subkeys. It was due to the relation between subkeys used in BC3. A round subkey in BC3 is used to generate the next round subkey. KW1 is related to the generation of K2 and K3 subkeys, while KW2 is related to the generation of K1, K3, K4, K5, and K7 subkeys.
Concluding Remarks
We conclude that the secret key of DES and AES encryption devices were successfully recovered. The attack of DES has successfully recovered the whole 16 th round subkey. The 16 th round subkey then could be used to recover the master key used by the DES encryption device. It should be concluded that the attack has successfully recovered 48 from 64-bit of a master key or 75% of the master key. The AES attack has successfully recovered 100% of the master key. The BC3 attack, on the other hand, was only able to recover 16-bit from overall 64-bit (25%) of KW1 and KW2. As shown in Figure 1 , the number of traces used in an attack directly correlates to the success of the attack. The more amount of traces used in the attack resulted in higher probability of the success of the attack. While attack on DES and AES can be considered successful, the attack on BC3 has resulted in failure to obtain the secret key. The failure could be affected from two factors, those are the point of the attack that uses a linear function and the insufficient amount of power traces used. The three attacking activities proved that BC3 is the most secure algorithm to be implemented on hardware compared to DES and AES in this case. By this research, we suggest these for future works:
 The usage uses CPA rather than DPA because CPA gives more optimal results compared to DPA. Even so, other methods could be used, such as Mutual Information Analysis (MIA) or Kosmogorov-Smirnov (KS) [15] .  The attack would be better executed in a high-specification computer to get the result in the most optimal time.  Consider implementing this attack in an asymmetric encryption algorithm or public key cryptography. For this work, power attack was mounted using DPA and CPA technique. This will ensure the complete countermeasure against the power attacks. Another extension from this research could modify the simulation framework to analyze these types of attack and countering technique against DPA-DoM/CPA. Some of the relevant methods against DPA are the use of CAI (cognitive artificial intelligence). We will try to use a masking technique using CAI and information fusion [17, [26] [27] [28] [29] approach.
